ITamsaTka aos odyyaromuxcs 00 nHGOPMALMOHHOI 0e30aCHOCTH JeTeil

HEJIb34

1.

Bcem mozapsin cooOmaTh CBOIO YacTHYIO HWHGOpManuio (HacTosmue uMms, (HaMHIIHIO,
TenedoH, aapec, HOMEp HIKOJIB, a TaKkke (hoTorpaduu CBOH, CBOCH CEMbU U JIpy3eil);

2. OTKpbIBaTh BIOKEHHbIE (ailiibl 3JIEKTPOHHOM MMOYTHI, KOT/Ia HE 3HAellb OTIPABUTEIIS,

3. I'pyOutsh, mpuaupaThCsi, OKa3bIBaTh NABICHNE — BECTH CE0s1 HEBEXKIIMBO U arpeCcCUBHO;

4. He pacnopspkaiics JIeHbraMM TBOEW ceMbH 0€3 paspelieHus CTapliuX — BCerjaa
CIIpallvBai pOAUTENEH;

5. He Bcrpeuaiics ¢ VHTepHET-3HAKOMBIMH B pPEAJbHOW JKMU3HHU - IIOCOBETYHCS CO
B3pPOCJIBIM, KOTOPOMY J0BEpSIEIlIb.

OCTOPOXHO

1. He Bce nmumyt npaBay. Yuraemsb o cede HenpaBny B MHTepHETE — co00IM 00 3TOM
CBOMM POJIUTENSIM UJIU OIIEKYHaM;

2. IlpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCSA — MPOBEPb, HET JIK MOJIBOXA;

3. Hesakonnoe xormmpoBanue (aiinoB B IHTEpHETE — BOPOBCTBO;

4. Bcerna pacckasbiBaii B3pOCIBIM O TpoOJieMax B CETH — OHU BCEra MOMOTYT;

5. Hcnonb3ylh HacTpodku O0€30IaCHOCTM M HPHUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKayHTBI B COIICETAX M JIPYTHX MOpTaiax.

MOXHO

1. VBaxail npyrux nosb3oBaresuei;

2. Tlonb3yemibcss UTHTEpHET-UCTOYHUKOM — JIeJIail CChUIKY Ha HETO;

3. OTKpBIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a TMOMOIIBIO B3POCIBIM — POJUTENH, ONEKYHbl M aJIMUHHUCTpAIUS CaHTOB
BCEr/ia IOMOT'yT;

5. Tlpoitnu obydenue Ha caiite «CeTeBUYOK» U MOIYYH MacopT HUPPOBOTo TpakJaHrHA!



NudopmanuoHHasi mnaMaTKA I 00y4alOUIUXCS AJs1 pa3MenieHust Ha 0(pMIMATbHBIX
HNuTepHET-pecypcax

C KaXIIbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKUA OJIHU U3
CaMbIX aKTUBHBIX IToib30BaTenedl PyHera. Mexay TeM, NOMHUMO OTPOMHOIO KOJWYECTBA
BO3MOKHOCTEH, HHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJDKHA IMOMOYb TeOe 0e30MacHO
HaXOJUTHCS B CETH.

Komnviomepnvie eupycoi

KoMmmbloTepHslii  BUPYC — 3TO  pPa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IIPOTPAMM,
OTJIMYUTEIILHOW OCOOCHHOCTBIO KOTOPOW SIBISIETCSI CIOCOOHOCTh K  pa3MHOXKeHHio. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJTHOCTBIO YHUYTOXUTH BCe (ailiibl u
JaHHbIE, MOJKOHTPOJIbHBIE IMOJIb30BATENI0, OT UMEHH KOTOpOoro Obula 3amylleHa 3apakéHHas
IporpaMma, a TakKe MOBPEAUTH WIN JIaKe YHUUYTOKUTh ONEPALMOHHYIO CHCTEMY CO BCEMU
daitnamu B 11enoM. B 60bIIMHCTBE CllydaeB pacipOCTPaHSIOTCA BUPYChI Uepe3 HHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhEZHBIN YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOrpaMm;

2. TlocrostHHO ycTaHaBiMBail mauTH (UUGPOBBIC 3aIUIATKH, KOTOPBIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LEJbI0 JOPAOTKU MPOrpaMMmbl) U JApyrue OOHOBIIEHHUS CBOEH
OTIepallMOHHON cucTeMbl. CKauyMBail X TOJIBKO C OPHUIMATBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pe1UM aBTOMaTHYECKOT0 OOHOBIIEHUS, BKJIIOUYH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE MO ITPaBaMU IIOJIb30BATENs, & HE aIMUHHCTPATOPA.
OTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IMPOIpPaMM HHCTAUIMPOBAThCA Ha
TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE NPOrPaMMHbBIE NPOJYKTHI U3BECTHBIX NPOU3BOAUTENEH, C

aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb pU3MUECKUIl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIUIL;

6. Hcnonp3yii BHENIHNME HOCUTENN HHPOPMAIIUH, TaKue Kak (iemrka, IucK win (ain u3
MHTEPHETA, TOJIbKO U3 MPO(EepeHHBIX HCTOUHUKOB;

7. He orkpbiBail koMIblOTEpHbIE (Daliibl, MOJYYEHHbIE U3 HEHAJEKHBIX MCTOYHUKOB.
Haxe T1e (ailnbl, KOTOpble HpUCIad TBOM 3HAKOMbIM. Jlydmie yTrouHu y Hero,
OTIIPaBJISsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He BUJ Mepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIbL OpeH 1, Mapka. Eie
B 1991 rony Huzaepnanjackas xommaHus 3apeructpuponana opens « WECAy, uro o6o3Hadano
cnoBocoyetanue «Wireless Fidelity», KoTopslii mepeBoIuTCs Kak «0ecrpoBOgHAsI TOYHOCTh.

Jlo Hamiero BpeMEHM JolIa Apyras aOOpeBHaTypa, KOTOpas SBIISETCS TaKOW ke
TexHosoruei. Oto abopeBuatypa « Wi-Fi». Takoe Ha3BaHUE ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIINM 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Ja, GecriiaTHBI MHTEPHET-AOCTYI B Kade, OTensX U a’ponopTrax SBISETCS OTIMYHOU
BO3MOXKHOCTBIO BbIXO/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CUMTAIOT, YTO 001Ie10cTynHble Wi-

Fi cetn He aBiasroTcst O€30MaCHBIMU.

CoBeTbl 110 Oe30macHOCTH paboTe B 001IeA0CTymHbIX ceTsix Wi-fi:
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He mepenaBaii cBoro nuuHyto uH(popMaimio uepe3 odbmienocrymubie Wi-Fi cern.
Paborast B HHX, )KelaTeabHO HE BBOJIUTH MAPOJIM JOCTYMNA, JOTMHBI M Kakue-TO
HOMEPA;

Hcnonb3yit 1 0OHOBIIANH aHTUBHUPYCHbIE NpOrpaMMbl M Opanamayep. TeM caMbIM Thl
o0e3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOKMCTBO;

IIpu ucnonw3zoBanuu Wi-Fi otkimoun ¢yHkmuto «OO0mmii goctyn k dainam u
npuntepam». JlanHas (QYHKIUS 3aKpbiTa [0 YMOJYaHHUIO, OJHAKO HEKOTOpHIE
10JIb30BaTEIN aKTUBUPYIOT €€ AJIs yA00CTBa UCIOIb30BaHuUs B paboTe wiu yuyeoe;

He ucnone3yit nyOnuunsiii WI-FI anst mepenayn JTUYHBIX JaHHBIX, HapuUMep s
BBIX0/1a B COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeaunenue uyepes HTTPS, a ue HTTP, t.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone otkmoun  QyHkumioo  «[loakmouenne k- Wi-Fi
aBTOMaTHuyeckn». He nomyckail aBTOMaTHUECKOTO MOJKIOYEHHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

ConuasibHble CETH aKTMBHO BXOJST B Hallly H3Hb, MHOTHE JIOAM PaOOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMAp]L Y€IOBEK, UYTO SBISETCS OJHOU
CeIbMOW BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJJeHa M UCIOJIb30BaHa KEM YTO/IHO, B
TOM YHCJIe HE 00513aTeNbHO ¢ OJaruMu HaMepEeHUSIMH.

OcCHOBHBIE COBETHI IO 0€30IaCHOCTH B COHAJIbHBIX CCTAX:

1.

2.

Orpanuub CHUCOK Jpy3ed. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX U
HE3HAKOMBIX JIFOJICH;

3amuiaii cBOIO 4YacTHYIO kM3Hb. He ykaswiBail maponu, TenedoHsl, agpeca, AaTy
TBOETO POXICHHUS W JPYTYIO JIMYHYIO HHPOPMAIUIO. 3JIOYMBIIIICHHUKA MOTYT
UCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYyeTe
MPOBECTH KAHUKYJIbI;

3amuimiai CBOI penyTaiuio - IepKH €€ B YUCTOTE U 3a7aBail cebe BOIpOc: XOTel Obl
THI, YTOOBI JPYTHe MOJIb30BATEIN BHUJIETH, YTO ThI 3arpyxaemisb? [logymaii, mpexie
9YeM YTO-TO OMYyOJIMKOBATh, HAMTKUCATh U 3arPY3UTh;

Ecau TeI TOBOpUIIB € JIIOJBMH, KOTOPBIX HE 3HAEIIb, HE MCIIOIB3YH CBOE peajbHOE
UMs U JIpYTYI0 JUYHYI0 WHGOpPMAIMU: HMS, MECTO YXKUTEIbCTBA, MECTO Y4eObl W
npouee;

N3z0beraii pazmemenus ¢otorpaduii B IHTepHeTe, rie Tol n300pakeH Ha MECTHOCTH,
0 KOTOPOI MOKHO OTIPEJIEITUTH TBOE MECTOIOJIOKEHNUE;

[Ipu peructpaiuu B COIMAIBLHON CETH HEOOXOAUMO UCTIOIB30BaTh CIOXKHBIE MAPOJIH,
cocrosire u3 OyKB ¥ IUQP U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

Jl7is couManbHOM CeTH, MOUTHl U APYTUX CAUTOB HEOOXOAMMO UCIOIb30BaTh Pa3HbIE
naposid. Torga ecnu Te€0s B3IOMAIOT, TO 3JIOYMBIIUICHHUKH MOTYYaT TOCTYI TOJBKO
K OJJTHOMY MECTY, a HE BO BCE Ccpa3y.

OnexmponHvle OeHbeu

3J'ICKTpOHHBIe JCHBI'M — OTO OYCHb y,Z[O6HLII>'I CII0co0 HHaTC)KCI\/'I, OHAaKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUYNUTH OTU ACHBI'U.

SHGKTPOHHBIG JCHBI' IIOSABHJIMCH COBCEM HCIAaBHO W HMMCHHO H3-3a 3TOI'O BO MHOI'HX
rocyaapCTBax A0 CHUX IOP HE NPOMNHCAHO IIPO HUX B 3aKOHAX.
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B Poccun sxe onn QyHKIHOHUPYIOT M O HUX YK€ MIPOIMUCAHO B 3aKOHE, TJI€ UX Pa3AessioT
Ha HECKOJIbKO BUJIOB — AHOHMMHbBIC U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€,
B KOTOpBIX pa3peliaercs MNPOBOAWTH omepanuu 0e3 HASHTHU(PHUKAIUU I[OJb30BaTeNsd, a B
HEAaHOHUMHBIX UACHTU(DUKAIINH [TOJIB30BATENIS SBISETCS 00s13aTEIBHOM.

Taxoke cienyer pasnnyarh 3JIEKTPOHHBIC (pUaTHBIE AEHBIH (PaBHBI TOCYAApCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HEHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ 3JIEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsku K cyeTy MOOWIBHBINA TenedoH. DTO camblii yIOOHBIH U OBICTPHINA CIIOCOO
BOCCTAHOBUTh AOCTYN K cueTy. IlpuBs3anHHbli TesneoH MOMOXKET, eciau 3adynaellb
CBOU IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yih ogHopaszoBble mapoiu. [locie mepexoga Ha yCHIIEHHYIO aBTOPU3ALUIO
Tebe yxe He Oy/eT yrpokaTh OAaCHOCTh KPa)ku MJIU IepexXBaTa IJIaTeKHOTO Mapois;

3. Beibepu cnoxublii naposib. IlpectynmHukam Oyaer He IPOCTO Yrajarh CIOXKHBIH
napoib. HaznexHsle mapoiaum — 3To MapoJid, KOTOpPBIE CoiepKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbIE U MPOIUCHBIE OYKBBI, HUPPHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMIATEIbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSEIb.

9ﬂ€Kmp0HHaﬂ noima

DNeKTpOHHAs T0YTa — 3TO TEXHOJIOTHUS U PEOCTaBIsIEMbIE €0 YCIYTHU IO MEePEChIIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIIEHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIIBIOTEPHOW CETH.
OO6b19HO ANEKTPOHHBIN MOYTOBBIA  SIIMK  BBITJISAUT CJIETYIOIIUM o0pa3zom:
UMS_TIONIb30BATEeII(@UMsL_JOMEeHa. Takke KpoMme TMepeladyd MpOCTOro TEeKCTa, HWMEeTcs
BO3MOXKHOCThH TepeaaBaTh (pailibl.

OcHOBHBIE COBETHI M0 Oe30MacHoil paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBHIIbHBIN OUTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
O€ecIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JY4IIE JOBEPSATh TEM, KOTO 3Haelllb U KTO
IIEPBBII B PEUTHHTE;

2. He yxaspiBaii B IM4HOIN moute auuHyo MHGOpmMaruio. Hanpumep, nyurie BoIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYO aBTOPU3AIMIO. DTO KOT/Aa TOMUMO MapoJisi HY>)KHO BBOJUTD
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu cioxHbIM maponb. s KakAoro Mo4TOBOIO SIIHMKA JOJDKEH OBITh CBOM
HAJIe)KHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HalUcaTh CaMOMY CBOW JIMYHBIH BOIPOC, UCHOJIB3YH 3TY
BO3MOKHOCTB;

6. Hcnonp3ylh HECKOJBKO MOYTOBBIX SIIMKOB. IlepBbIi [uis 4acTHON mepenucku c
aJgpecaramM, KOTOPBIM Thl JIOBEpsielllb. OJTO DJEKTPOHHBIM ajpec HE HalIo
MCIOJIb30BATh MPU PETUCTPALIUH HA GOopyMax U calTax;

7. He otkpbiBail ¢ailnbl U Jpyrue BIOKEHHUS B MHUCbMax JaXe €ClIM OHU MPUIIU OT
TBOMX Jipy3ei. JIyullie yTouHH y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (ailibl;

8. Ilocne okoH4aHWsi pabOTHI HAa TIOYTOBOM CEPBHCE IEPE] 3aKPHITUEM BKIAJKH C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymauar — mpeciejoBaHHE COOOIICHUSMHU, COJACPKAIIUMU  OCKOPOJICHUS,
arpeccuio, 3alyruBaHKe; XYJIUTAHCTBO; COIMAIBHOE OOMKOTUPOBAHHUE C TIOMOIIBIO PA3TMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0PLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. Jlyummii crioco0: mOCOBETOBAaTbCS Kak ceOst BECTH M, €CJIM HET

TOT0, K KOMY MOKHO OOpaTUTbCSA, TO BHayalle YCIOKOUTHCSA. Ecnu Thl HauHellb

OTBEUYaTh OCKOPOJCHHUSIMH Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJBINE Pa30KKeIllb

KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanuei;

3. AHoHUMHOCTH B ceTH MHHMAas. CyIIECTBYIOT CHOCOOBI BBISICHUTb, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTU XyJTUTaHCKHUI 00pa3 BUPTYalbHOU KU3HU. IHTEpHET PUKCUPYET BCE

TBOM JICUCTBUS U COXPAHSCT UX. Y JAIUTh UX OYyJET KpallHe 3aTPYAHUTEILHO;

Cobmroait CBOM BUPTYaJbHYIO YECTh CMOJIOAY;

6. Urnopupyiéi enuHWYHBIN HeraTuB. OIHOpa30BBIE OCKOPOUTEIBLHBIC COOOMICHUS
myu4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4aaIbHOW CTaJNH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSMH, B COLIMATIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUN C OMpeaeTeHHbIX
a/1pecoB;

8. Ecom T1b1 cBunmerens kubepOymnuHra. TBou AeMCTBHS: BBICTYNUTH MPOTUB
MpecienoBaTes, IO0Ka3aTh €My, YTO €ro JEHCTBHs OLIEHHUBAIOTCS HETaTHBHO,
MOAJEPXKaTh JKEPTBY, KOTOPOM HYXKHA TMCUXOJOTHYECKas IOMOIb, COOOUIUTH
B3pOCIBIM O (paKTe arpeCCHBHOTO TIOBEACHUS B CETH.

N

o

Mobunvubiit menegon

CoBpeMeHHble CMapT(hOHBI W TUIAHIIETHI COJEPKaT B ceOe BIOJTHE B3POCIBIMA
GyHKIIMOHAT, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpAMHU.
OnHako, CpeaCTB 3alIUTHI ISl TOAOOHBIX YCTPOMCTB MOKa OYEHb MaJlo. TeCTUpOBaHUE U TTOMCK
YS3BUMOCTEM B HUX MPOMCXOAUT HE TaK MHTeHCUBHO, Kak aisa IIK, To xe camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPaKTUUECKH JOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAIa BIeYeT 3a cOOON OONBIIYI0 CIOXKHOCTh U MEHBIIYIO
3aIMIIEHHOCTb.

I[aJ'IGKO HC BCC MPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ’ICHI/I$I, 3aKPBIBAOIINEC KPUTUYCCKUC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /17151 0€30MaCHOCTH MOOHMIIBHOTO TeledoHa:

1. Huuero He sBnseTcs Mmo-HacTosieMy OecruiaTHBIM. byns octopoxeH, Beab Koria
Tebe mpearaloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBbIThb CKPBITHl KaKHe-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, npexze yem otmpaButh SMS, ¢oto mnu Buzneo. Thl TOUHO 3HAEIIb, I7I€ OHU

OyayT B KOHEUHOM HTOTE?

Heo6x011M0 0OHOBIIATH ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI /1711 MOOMJIBHBIX TE€JIE(POHOB;

w
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5. He 3arpyxaii npuioKeHusi OT HEU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT COJIEP>KATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

6. Ilocne Toro xak Thl BBIAJENIb C CaliTa, IJie€ BBOAWJ JMYHYIO MH(OpMAIHIO, 3aii11 B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[Teproaudecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOMIIBHOTO TejeOoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH OBbITh BBIKJIIFOYEH, KOTJa Thl UM HE ToOJib3yemibcs. He 3a0biBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHBIe OHJIaI\/JIH-I/II‘pBI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIMUC Pa3BJICUCHUS,
06’LGIII/IH${I-OIHI/IC COTHH TBICAY YECJIOBCK II0 BCEMY MHUPY. HrpOKI/I HUCCIICAYIOT ﬂaHHBIﬁ HM MHUD,
06H_IaIOTCSI ApPYyr C APYroM, BBIIIOJIHAIOT 3adaHUuA, CPpaAKAOTCA C MOHCTPAaMU U MOJYYarOT OIIBIT.
3a YAOBOJBCTBUEC OHH INIATAT: IIOKYIIAIOT OWCK, OINIa4MBArOT a0OHEMEHT WIJIH an/I06peTa}0T
KaKue-TO OIIIIMH.

Bce atm cpexcrBa MIyT Ha INOAACpPKAHUME W Pa3BUTUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMbl aBTOPU3ALMH, BBITYCKAIOTCS HOBBIE IAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX HUrpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OcCHOBHbBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeaeT cedsl IoXo Wi co37aeT TeOe HeMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds anIMMHMCTpAaTOpaM UIPbl Ha INIOXO€ IIOBEIEHHE J3TOr0 HIPOKa,
JKEJIaTEIbHO IPUIIOKUTDH KAKHE-TO JOKA3aTelNbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto nHpopMaluio B mpodaiine urpsl;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcrnons3yi CI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsi UIPbl HE CTOMUT OTKJIIOYATh aHTUBHpYC. lloka TeI Wrpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookw

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpa)l(eﬁ ACHCTI U OOKYMCHTOB CETOIAHS YK€ HHUKOIO HC yI[I/IBI/IfH_IL, HO C
Pa3sBUTUEM I/IHTepHCT-TeXHOJ'IOFI/Iﬁ 3JIOYMBILIJICHHUKHW  TIEPEMECTUIIUCE B HUHTCPHCT, U
MpoaOJIKAKOT 3aHUMATBHCA «THOOMMBIM)» ACIIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (UIIMHT, TJIaBHAs IIeTb
KOTOPOTO COCTOMT B TIOJYYECHHUH KOH(HUICHINAIHHBIX TaHHBIX TOJh30BATENEe — JIOTHHOB H
naposieil. Ha anrnuiickom si3bike phishing unraercs kak ¢ummunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecim Tl MOmoO3peBaelib, YTO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIHMTH aJIMHUHHUCTPATOpPam
pecypca 06 3TOM Kak MOKHO CKOpEe;
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2. Hcnonw3yii 6e30macHble BeO-CaliThl, B TOM YHUCIIE, UHTEPHET-Mara3uHoOB 1 MMOMCKOBBIX
CHCTEM;

3. Hcnonp3yit ciokHBIC U pa3Hble Maposiu. Takum oOpa3zoM, eciau Teds B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKH 110JIy4aT JOCTYIH TOJIBKO K OJJHOMY TBOEMY IPOQIIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO IpENylNpeIuTb BCEX CBOMX 3HAKOMBIX,

KOTOpBIE 0OaBJIEHBI y TeOS B APY3bsX, O TOM, YTO T€Os B3JIIOMAJIH U, BOZMOXKHO, OT

TBOET0 UMEHM OYZET pacchlaaThCs CIaM U CChUIKM Ha (PUIIMHIOBBIE CANTHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHEIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpsiBail (aiinbl U Apyrue BIOXKEHUS B MUChbMax JaXKe €CIU OHHM MPUIUIA OT
TBOMX Jpy3el. JIyulie yrouHu y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailibl.

oo

Lugposas penymayus

IMudposas penyranus - TO HEraTUBHAs WIM MO3UTHBHAs MH(pOpMALMs B CETH O Tebe.
Kommpomerupyromass mHGpOpManusi pa3MelieHHass B UHTEPHETE MOXET CEPbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOEH peanbHOH xu3HuU. «Lludposas penmyranus» - 3T0 TBOW UMUK, KOTOPBINA
dopMmupyercs u3 uHpopMauu o Tede B UHTEPHETE.

TBoe MecTo xuTenbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCcTKU JErKOMBICIEHHO OTHOCATCA K MyOJIMKAIMKU JTUYHON MHPOpMAIuU B
WNuTtepuere, HE TOHUMAs BOBMOXKHBIX MOCTAEACTBUN. ThI lake HE CMOXKEIIb J0TaJaThCsl O TOM,
yto dotorpadus, pa3mellieHHas 5 JeT Ha3a/l, cTajla MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuu, pasmemieHue TBouX ¢ororpaduil U apyrue JedcTBHS MOTYT He
WCYE3HYTh JaXe IIOCJIE€ TOro, KaK Thl MX yJdaiauilb. [bl HE 3HAellb, KTO COXpPaHWI 3Ty
UH(pOpPMalIKIO, MoMNaia U OHA B MOMCKOBBIE CUCTEMbI M COXPAaHWJIACh JIM OHA, a TJIaBHOE: YTO
NOyMalOT O TeOe OKpYXkarollee JII0U, KOTOpble HallayT U yBUAAT 3T0. HaliTn undopmanmio
MHOI'O JIET CIYCTS CMOXeT J00H — Kak U3 J00phIX MOOYXKIEHHH, Tak U C HaMepeHHEM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3aLIUTE HU(POBON pemyTauu:

1. Tlomymaii, mpexae 4eMm 4YTO-TO MyOJNMKOBaTh U TepefaBaTh y ceOs B Oiore uiau B
COITMAJILHOM CETH,

2. B Hactpoiikax mpoduisi yCTAHOBU OTPAaHUYEHUS HA IPOCMOTP TBOETO PODUIIS U €ro
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPYy3ei»;

3. He pa3memaii 1 He yKa3piBail HHPOPMAIUIO, KOTOPass MOXKET KOT0-THO0 OCKOPOIISITH
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbBIE IIKOJbHUKH— aKTHBHBIC TIOJIH30BATEM IU(PPOBOTO MPOCTPAHCTRA.
OpnnHako JaneKko He BCE 3HAIOT, YTO MOJb30BAaHUE MHOTMMH BO3MOXKHOCTSIMHU IH(PPOBOTO MUpa
TpeOyeT coOJI0IeHNsI PAaB HA MHTEIJIEKTYaATbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K pPa3jIMYHbIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIyr'M , W 3aKaHYuBas KHUTaMmu, QororpadusiMu, KHHOQUIBMAMH U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.
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ABTOpCKHE IpaBa — 3TO MpaBa HAa MHTEJUIEKTYaIIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JIMTEPATYpPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE rapaHTUHU TOTO, YTO
MHTEJJICKTYaJIbHBI/ TBOPUECKUN TPYA aBTOpa He OyneT HampacHbBIM, AAcT €My CIIpaBeAUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOErO TPyZa, MOJYYUTh U3BECTHOCTHh W NMPU3HAHHE.
Huxkro 6e3 paspelieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATH, HMMIIOPTHPOBATH, IIyCKaTb B MPOKAT, MyOJINYHO
UCIIOJIHSATH, IOKA3bIBATh/UCIIONHATH B 2dupe Wi pa3Meniath B UHTepHere.

Vcnonb30BaHue «IMpaTCKOro» NporpaMMHOro 00ecredeHusl MOKET MPUBECTU K MHOTUM
pUCKaM: OT IMOTEPHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKU TBOETO YCTpOWCTBA, Il
YCTAQHOBJICHHBII He JierajabHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopmane

CereBn4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/J€Ch Thl MOXEMIb Y3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUECKOM
CUTyaIlMd OOpaTUTHCA 3a COBETOM. A Tak)Ke MPUHATh Y4acTHE B KOHKYpCax U CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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